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MNA Tech Academy CEH Interview Guide

How to use this guide
Understand the principle, personalize it with a truthful project or lab example, then rehearse a concise answer. Strong
candidates explain purpose, evidence, risk, safeguards, remediation and verification—not tool names alone.

Original educational content: This guide is independently authored for legitimate interview preparation. It is not an
exam dump and does not reproduce protected certification questions.

Answer framework

1. Context
Clarify scope and assumptions.

2. Method
Describe a safe, repeatable approach.

3. Evidence
Explain what confirms the conclusion.

4. Outcome
Connect risk, remediation and retest.
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01
Ethics & Governance
12 focused interview questions
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Foundation

Foundation

Foundation

Foundation
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001 What is Rules of engagement, and why does it matter?

Model answer: Rules of engagement matters because testing is controlled by written scope, timing, permitted
techniques, contacts and stop conditions. A strong answer connects the concept to measurable risk, identifies the
affected asset or decision, and avoids treating a tool result as proof by itself.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

002 How would you assess Responsible disclosure in a real environment?

Model answer: I would first confirm scope and assumptions, then examine timestamps, minimal proof and affected
versions. I would compare the result with an expected baseline, validate it using a safe second method, document
limitations, and stop or escalate if the test could create material impact.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

003 Which evidence would you collect when investigating Risk assessment?

Model answer: The key evidence is validated exploitability and business context. I would preserve timestamps, source
and raw records, correlate multiple data sources, distinguish observations from inference, and collect only what is
necessary for the decision.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

031 How would you assess Rules of engagement in a real environment?

Model answer: I would first confirm scope and assumptions, then examine signed authorization, asset list and
communication log. I would compare the result with an expected baseline, validate it using a safe second method,
document limitations, and stop or escalate if the test could create material impact.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

032 Which evidence would you collect when investigating Responsible disclosure?

Model answer: The key evidence is timestamps, minimal proof and affected versions. I would preserve timestamps,
source and raw records, correlate multiple data sources, distinguish observations from inference, and collect only what is
necessary for the decision.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

033 What are the most effective controls for Risk assessment?

Model answer: The durable approach is to prioritize containment, root-cause remediation and retesting. I would assign
an owner, prioritize by likelihood and impact, add monitoring for attempted abuse, and retest the original condition plus
reasonable bypasses.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.
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Intermediate

Intermediate

Intermediate

Advanced

Advanced

Advanced

061 Which evidence would you collect when investigating Rules of engagement?

Model answer: The key evidence is signed authorization, asset list and communication log. I would preserve
timestamps, source and raw records, correlate multiple data sources, distinguish observations from inference, and collect
only what is necessary for the decision.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

062 What are the most effective controls for Responsible disclosure?

Model answer: The durable approach is to avoid public exposure and follow the agreed disclosure process. I would
assign an owner, prioritize by likelihood and impact, add monitoring for attempted abuse, and retest the original condition
plus reasonable bypasses.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

063 Describe a realistic failure scenario involving Risk assessment.

Model answer: A realistic scenario begins when risk combines likelihood, technical impact, asset value, exposure and
existing controls. I would establish scope, validate with validated exploitability and business context, contain immediate
risk without destroying evidence, identify root cause, recommend that teams prioritize containment, root-cause
remediation and retesting, and verify recovery.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

091 What are the most effective controls for Rules of engagement?

Model answer: The durable approach is to pause on ambiguity and obtain written approval. I would assign an owner,
prioritize by likelihood and impact, add monitoring for attempted abuse, and retest the original condition plus reasonable
bypasses.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

092 Describe a realistic failure scenario involving Responsible disclosure.

Model answer: A realistic scenario begins when a vulnerability must be reported privately with sufficient evidence and
coordinated remediation time. I would establish scope, validate with timestamps, minimal proof and affected versions,
contain immediate risk without destroying evidence, identify root cause, recommend that teams avoid public exposure
and follow the agreed disclosure process, and verify recovery.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

093 How would you explain the risk of Risk assessment to a non-technical stakeholder?

Model answer: I would avoid jargon: the issue can increase the chance or impact of unauthorized access, incorrect
decisions, data exposure, or service disruption because risk combines likelihood, technical impact, asset value, exposure
and existing controls. I would state affected business processes, confidence, immediate containment, and the plan to
prioritize containment, root-cause remediation and retesting.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.
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02
Reconnaissance
8 focused interview questions
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Foundation
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Intermediate

004 What are the most effective controls for Passive OSINT?

Model answer: The durable approach is to minimize personal data and validate freshness. I would assign an owner,
prioritize by likelihood and impact, add monitoring for attempted abuse, and retest the original condition plus reasonable
bypasses.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

005 Describe a realistic failure scenario involving Active reconnaissance.

Model answer: A realistic scenario begins when authorized probes confirm live hosts, services and application behavior.
I would establish scope, validate with packet captures, scan timestamps and response fingerprints, contain immediate
risk without destroying evidence, identify root cause, recommend that teams use safe rates, exclusions and a kill switch,
and verify recovery.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

034 Describe a realistic failure scenario involving Passive OSINT.

Model answer: A realistic scenario begins when public sources reveal attack surface without directly probing target
systems. I would establish scope, validate with DNS, certificates, repositories and document metadata, contain
immediate risk without destroying evidence, identify root cause, recommend that teams minimize personal data and
validate freshness, and verify recovery.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

035 How would you explain the risk of Active reconnaissance to a non-technical stakeholder?

Model answer: I would avoid jargon: the issue can increase the chance or impact of unauthorized access, incorrect
decisions, data exposure, or service disruption because authorized probes confirm live hosts, services and application
behavior. I would state affected business processes, confidence, immediate containment, and the plan to use safe rates,
exclusions and a kill switch.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

064 How would you explain the risk of Passive OSINT to a non-technical stakeholder?

Model answer: I would avoid jargon: the issue can increase the chance or impact of unauthorized access, incorrect
decisions, data exposure, or service disruption because public sources reveal attack surface without directly probing
target systems. I would state affected business processes, confidence, immediate containment, and the plan to minimize
personal data and validate freshness.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.
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065 What is Active reconnaissance, and why does it matter?

Model answer: Active reconnaissance matters because authorized probes confirm live hosts, services and application
behavior. A strong answer connects the concept to measurable risk, identifies the affected asset or decision, and avoids
treating a tool result as proof by itself.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

094 What is Passive OSINT, and why does it matter?

Model answer: Passive OSINT matters because public sources reveal attack surface without directly probing target
systems. A strong answer connects the concept to measurable risk, identifies the affected asset or decision, and avoids
treating a tool result as proof by itself.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

095 How would you assess Active reconnaissance in a real environment?

Model answer: I would first confirm scope and assumptions, then examine packet captures, scan timestamps and
response fingerprints. I would compare the result with an expected baseline, validate it using a safe second method,
document limitations, and stop or escalate if the test could create material impact.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.
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03
Scanning
8 focused interview questions
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006 How would you explain the risk of TCP port scanning to a non-technical stakeholder?

Model answer: I would avoid jargon: the issue can increase the chance or impact of unauthorized access, incorrect
decisions, data exposure, or service disruption because TCP responses help classify ports as open, closed or filtered. I
would state affected business processes, confidence, immediate containment, and the plan to correlate with firewall
context and verify services.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

007 What is UDP discovery, and why does it matter?

Model answer: UDP discovery matters because connectionless services require protocol-aware probes and careful
interpretation of silence. A strong answer connects the concept to measurable risk, identifies the affected asset or
decision, and avoids treating a tool result as proof by itself.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

036 What is TCP port scanning, and why does it matter?

Model answer: TCP port scanning matters because TCP responses help classify ports as open, closed or filtered. A
strong answer connects the concept to measurable risk, identifies the affected asset or decision, and avoids treating a
tool result as proof by itself.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

037 How would you assess UDP discovery in a real environment?

Model answer: I would first confirm scope and assumptions, then examine ICMP errors, service responses and packet
capture. I would compare the result with an expected baseline, validate it using a safe second method, document
limitations, and stop or escalate if the test could create material impact.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

066 How would you assess TCP port scanning in a real environment?

Model answer: I would first confirm scope and assumptions, then examine SYN-ACK, RST, ICMP and repeated results. I
would compare the result with an expected baseline, validate it using a safe second method, document limitations, and
stop or escalate if the test could create material impact.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

067 Which evidence would you collect when investigating UDP discovery?

Model answer: The key evidence is ICMP errors, service responses and packet capture. I would preserve timestamps,
source and raw records, correlate multiple data sources, distinguish observations from inference, and collect only what is
necessary for the decision.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.
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Advanced

Advanced

096 Which evidence would you collect when investigating TCP port scanning?

Model answer: The key evidence is SYN-ACK, RST, ICMP and repeated results. I would preserve timestamps, source
and raw records, correlate multiple data sources, distinguish observations from inference, and collect only what is
necessary for the decision.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

097 What are the most effective controls for UDP discovery?

Model answer: The durable approach is to limit retries and target high-value ports. I would assign an owner, prioritize by
likelihood and impact, add monitoring for attempted abuse, and retest the original condition plus reasonable bypasses.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.
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04
Enumeration
12 focused interview questions
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008 How would you assess DNS enumeration in a real environment?

Model answer: I would first confirm scope and assumptions, then examine A, AAAA, CNAME, MX, NS, TXT and SRV
records. I would compare the result with an expected baseline, validate it using a safe second method, document
limitations, and stop or escalate if the test could create material impact.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

009 Which evidence would you collect when investigating SMB enumeration?

Model answer: The key evidence is share listings, signing state and ACL results. I would preserve timestamps, source
and raw records, correlate multiple data sources, distinguish observations from inference, and collect only what is
necessary for the decision.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

010 What are the most effective controls for SNMP security?

Model answer: The durable approach is to use SNMPv3, ACLs, unique credentials and disable unused access. I would
assign an owner, prioritize by likelihood and impact, add monitoring for attempted abuse, and retest the original condition
plus reasonable bypasses.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

038 Which evidence would you collect when investigating DNS enumeration?

Model answer: The key evidence is A, AAAA, CNAME, MX, NS, TXT and SRV records. I would preserve timestamps,
source and raw records, correlate multiple data sources, distinguish observations from inference, and collect only what is
necessary for the decision.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

039 What are the most effective controls for SMB enumeration?

Model answer: The durable approach is to disable legacy protocols, require signing and apply least privilege. I would
assign an owner, prioritize by likelihood and impact, add monitoring for attempted abuse, and retest the original condition
plus reasonable bypasses.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

040 Describe a realistic failure scenario involving SNMP security.

Model answer: A realistic scenario begins when weak community strings can expose or modify device information. I
would establish scope, validate with version, accessible OIDs and source restrictions, contain immediate risk without
destroying evidence, identify root cause, recommend that teams use SNMPv3, ACLs, unique credentials and disable
unused access, and verify recovery.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.
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068 What are the most effective controls for DNS enumeration?

Model answer: The durable approach is to restrict transfers, remove dangling records and monitor changes. I would
assign an owner, prioritize by likelihood and impact, add monitoring for attempted abuse, and retest the original condition
plus reasonable bypasses.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

069 Describe a realistic failure scenario involving SMB enumeration.

Model answer: A realistic scenario begins when shares, dialects and access controls can expose data or lateral-
movement paths. I would establish scope, validate with share listings, signing state and ACL results, contain immediate
risk without destroying evidence, identify root cause, recommend that teams disable legacy protocols, require signing and
apply least privilege, and verify recovery.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

070 How would you explain the risk of SNMP security to a non-technical stakeholder?

Model answer: I would avoid jargon: the issue can increase the chance or impact of unauthorized access, incorrect
decisions, data exposure, or service disruption because weak community strings can expose or modify device
information. I would state affected business processes, confidence, immediate containment, and the plan to use
SNMPv3, ACLs, unique credentials and disable unused access.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

098 Describe a realistic failure scenario involving DNS enumeration.

Model answer: A realistic scenario begins when records and subdomains reveal mail, cloud and service infrastructure. I
would establish scope, validate with A, AAAA, CNAME, MX, NS, TXT and SRV records, contain immediate risk without
destroying evidence, identify root cause, recommend that teams restrict transfers, remove dangling records and monitor
changes, and verify recovery.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

099 How would you explain the risk of SMB enumeration to a non-technical stakeholder?

Model answer: I would avoid jargon: the issue can increase the chance or impact of unauthorized access, incorrect
decisions, data exposure, or service disruption because shares, dialects and access controls can expose data or lateral-
movement paths. I would state affected business processes, confidence, immediate containment, and the plan to disable
legacy protocols, require signing and apply least privilege.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.
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Advanced100 What is SNMP security, and why does it matter?

Model answer: SNMP security matters because weak community strings can expose or modify device information. A
strong answer connects the concept to measurable risk, identifies the affected asset or decision, and avoids treating a
tool result as proof by itself.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.
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05
Vulnerability Analysis
8 focused interview questions
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011 Describe a realistic failure scenario involving Scanner validation.

Model answer: A realistic scenario begins when automated findings require manual confirmation and contextual risk
analysis. I would establish scope, validate with repeatable requests, versions and compensating controls, contain
immediate risk without destroying evidence, identify root cause, recommend that teams remove false positives and retest
verified fixes, and verify recovery.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

012 How would you explain the risk of CVSS interpretation to a non-technical stakeholder?

Model answer: I would avoid jargon: the issue can increase the chance or impact of unauthorized access, incorrect
decisions, data exposure, or service disruption because CVSS expresses technical severity but not complete business
risk. I would state affected business processes, confidence, immediate containment, and the plan to combine scoring
with exposure, asset criticality and threat intelligence.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

041 How would you explain the risk of Scanner validation to a non-technical stakeholder?

Model answer: I would avoid jargon: the issue can increase the chance or impact of unauthorized access, incorrect
decisions, data exposure, or service disruption because automated findings require manual confirmation and contextual
risk analysis. I would state affected business processes, confidence, immediate containment, and the plan to remove
false positives and retest verified fixes.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

042 What is CVSS interpretation, and why does it matter?

Model answer: CVSS interpretation matters because CVSS expresses technical severity but not complete business
risk. A strong answer connects the concept to measurable risk, identifies the affected asset or decision, and avoids
treating a tool result as proof by itself.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

071 What is Scanner validation, and why does it matter?

Model answer: Scanner validation matters because automated findings require manual confirmation and contextual
risk analysis. A strong answer connects the concept to measurable risk, identifies the affected asset or decision, and
avoids treating a tool result as proof by itself.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

072 How would you assess CVSS interpretation in a real environment?

Model answer: I would first confirm scope and assumptions, then examine base vector plus environmental context. I
would compare the result with an expected baseline, validate it using a safe second method, document limitations, and
stop or escalate if the test could create material impact.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.
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Advanced

Advanced

101 How would you assess Scanner validation in a real environment?

Model answer: I would first confirm scope and assumptions, then examine repeatable requests, versions and
compensating controls. I would compare the result with an expected baseline, validate it using a safe second method,
document limitations, and stop or escalate if the test could create material impact.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

102 Which evidence would you collect when investigating CVSS interpretation?

Model answer: The key evidence is base vector plus environmental context. I would preserve timestamps, source and
raw records, correlate multiple data sources, distinguish observations from inference, and collect only what is necessary
for the decision.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.
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06
System Security
16 focused interview questions
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013 What is Password storage, and why does it matter?

Model answer: Password storage matters because passwords require salted, slow and preferably memory-hard
hashing. A strong answer connects the concept to measurable risk, identifies the affected asset or decision, and avoids
treating a tool result as proof by itself.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

014 How would you assess Privilege escalation in a real environment?

Model answer: I would first confirm scope and assumptions, then examine effective permissions, service paths and role
checks. I would compare the result with an expected baseline, validate it using a safe second method, document
limitations, and stop or escalate if the test could create material impact.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

015 Which evidence would you collect when investigating Pass-the-hash?

Model answer: The key evidence is authentication telemetry and endpoint evidence. I would preserve timestamps,
source and raw records, correlate multiple data sources, distinguish observations from inference, and collect only what is
necessary for the decision.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

016 What are the most effective controls for Buffer overflow?

Model answer: The durable approach is to bounds checking, memory-safe code and exploit mitigations. I would assign
an owner, prioritize by likelihood and impact, add monitoring for attempted abuse, and retest the original condition plus
reasonable bypasses.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

043 How would you assess Password storage in a real environment?

Model answer: I would first confirm scope and assumptions, then examine algorithm, parameters, salt uniqueness and
upgrade path. I would compare the result with an expected baseline, validate it using a safe second method, document
limitations, and stop or escalate if the test could create material impact.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

044 Which evidence would you collect when investigating Privilege escalation?

Model answer: The key evidence is effective permissions, service paths and role checks. I would preserve timestamps,
source and raw records, correlate multiple data sources, distinguish observations from inference, and collect only what is
necessary for the decision.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.



MNA Tech Academy • CEH Interview Guide • 21

Intermediate

Intermediate

Intermediate

Intermediate

Intermediate

Intermediate

045 What are the most effective controls for Pass-the-hash?

Model answer: The durable approach is to reduce NTLM, isolate credentials and rotate exposed secrets. I would assign
an owner, prioritize by likelihood and impact, add monitoring for attempted abuse, and retest the original condition plus
reasonable bypasses.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

046 Describe a realistic failure scenario involving Buffer overflow.

Model answer: A realistic scenario begins when out-of-bounds writes may crash software or alter control flow. I would
establish scope, validate with crash reproduction, debugger state and affected build, contain immediate risk without
destroying evidence, identify root cause, recommend that teams bounds checking, memory-safe code and exploit
mitigations, and verify recovery.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

073 Which evidence would you collect when investigating Password storage?

Model answer: The key evidence is algorithm, parameters, salt uniqueness and upgrade path. I would preserve
timestamps, source and raw records, correlate multiple data sources, distinguish observations from inference, and collect
only what is necessary for the decision.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

074 What are the most effective controls for Privilege escalation?

Model answer: The durable approach is to patch, reduce privileges and review authorization boundaries. I would assign
an owner, prioritize by likelihood and impact, add monitoring for attempted abuse, and retest the original condition plus
reasonable bypasses.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

075 Describe a realistic failure scenario involving Pass-the-hash.

Model answer: A realistic scenario begins when captured NTLM material may authenticate without plaintext recovery. I
would establish scope, validate with authentication telemetry and endpoint evidence, contain immediate risk without
destroying evidence, identify root cause, recommend that teams reduce NTLM, isolate credentials and rotate exposed
secrets, and verify recovery.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

076 How would you explain the risk of Buffer overflow to a non-technical stakeholder?

Model answer: I would avoid jargon: the issue can increase the chance or impact of unauthorized access, incorrect
decisions, data exposure, or service disruption because out-of-bounds writes may crash software or alter control flow. I
would state affected business processes, confidence, immediate containment, and the plan to bounds checking,
memory-safe code and exploit mitigations.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.
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103 What are the most effective controls for Password storage?

Model answer: The durable approach is to use Argon2id or suitable bcrypt and enforce MFA. I would assign an owner,
prioritize by likelihood and impact, add monitoring for attempted abuse, and retest the original condition plus reasonable
bypasses.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

104 Describe a realistic failure scenario involving Privilege escalation.

Model answer: A realistic scenario begins when misconfigurations or flaws may permit horizontal or vertical privilege
gain. I would establish scope, validate with effective permissions, service paths and role checks, contain immediate risk
without destroying evidence, identify root cause, recommend that teams patch, reduce privileges and review
authorization boundaries, and verify recovery.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

105 How would you explain the risk of Pass-the-hash to a non-technical stakeholder?

Model answer: I would avoid jargon: the issue can increase the chance or impact of unauthorized access, incorrect
decisions, data exposure, or service disruption because captured NTLM material may authenticate without plaintext
recovery. I would state affected business processes, confidence, immediate containment, and the plan to reduce NTLM,
isolate credentials and rotate exposed secrets.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

106 What is Buffer overflow, and why does it matter?

Model answer: Buffer overflow matters because out-of-bounds writes may crash software or alter control flow. A strong
answer connects the concept to measurable risk, identifies the affected asset or decision, and avoids treating a tool result
as proof by itself.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.
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07
Web Security
20 focused interview questions
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017 Describe a realistic failure scenario involving SQL injection.

Model answer: A realistic scenario begins when untrusted data changes database query structure. I would establish
scope, validate with controlled request-response differences and database errors, contain immediate risk without
destroying evidence, identify root cause, recommend that teams parameterized queries, least privilege and safe error
handling, and verify recovery.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

018 How would you explain the risk of Cross-site scripting to a non-technical stakeholder?

Model answer: I would avoid jargon: the issue can increase the chance or impact of unauthorized access, incorrect
decisions, data exposure, or service disruption because attacker-controlled content executes in another user's browser. I
would state affected business processes, confidence, immediate containment, and the plan to contextual encoding, safe
APIs, sanitization and CSP.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

019 What is CSRF, and why does it matter?

Model answer: CSRF matters because a browser may submit an unwanted authenticated action. A strong answer
connects the concept to measurable risk, identifies the affected asset or decision, and avoids treating a tool result as
proof by itself.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

020 How would you assess Broken access control in a real environment?

Model answer: I would first confirm scope and assumptions, then examine cross-account or cross-role request
comparison. I would compare the result with an expected baseline, validate it using a safe second method, document
limitations, and stop or escalate if the test could create material impact.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

021 Which evidence would you collect when investigating SSRF?

Model answer: The key evidence is controlled callback and restricted destination tests. I would preserve timestamps,
source and raw records, correlate multiple data sources, distinguish observations from inference, and collect only what is
necessary for the decision.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

047 How would you explain the risk of SQL injection to a non-technical stakeholder?

Model answer: I would avoid jargon: the issue can increase the chance or impact of unauthorized access, incorrect
decisions, data exposure, or service disruption because untrusted data changes database query structure. I would state
affected business processes, confidence, immediate containment, and the plan to parameterized queries, least privilege
and safe error handling.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.
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Intermediate

Intermediate

Intermediate

Intermediate

Intermediate

Intermediate

048 What is Cross-site scripting, and why does it matter?

Model answer: Cross-site scripting matters because attacker-controlled content executes in another user's browser. A
strong answer connects the concept to measurable risk, identifies the affected asset or decision, and avoids treating a
tool result as proof by itself.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

049 How would you assess CSRF in a real environment?

Model answer: I would first confirm scope and assumptions, then examine state-changing request without a valid anti-
CSRF control. I would compare the result with an expected baseline, validate it using a safe second method, document
limitations, and stop or escalate if the test could create material impact.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

050 Which evidence would you collect when investigating Broken access control?

Model answer: The key evidence is cross-account or cross-role request comparison. I would preserve timestamps,
source and raw records, correlate multiple data sources, distinguish observations from inference, and collect only what is
necessary for the decision.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

051 What are the most effective controls for SSRF?

Model answer: The durable approach is to allowlists, egress controls, robust parsing and metadata hardening. I would
assign an owner, prioritize by likelihood and impact, add monitoring for attempted abuse, and retest the original condition
plus reasonable bypasses.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

077 What is SQL injection, and why does it matter?

Model answer: SQL injection matters because untrusted data changes database query structure. A strong answer
connects the concept to measurable risk, identifies the affected asset or decision, and avoids treating a tool result as
proof by itself.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

078 How would you assess Cross-site scripting in a real environment?

Model answer: I would first confirm scope and assumptions, then examine context-specific harmless payload and DOM
trace. I would compare the result with an expected baseline, validate it using a safe second method, document
limitations, and stop or escalate if the test could create material impact.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.
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Intermediate

Intermediate

Intermediate

Advanced

Advanced

Advanced

079 Which evidence would you collect when investigating CSRF?

Model answer: The key evidence is state-changing request without a valid anti-CSRF control. I would preserve
timestamps, source and raw records, correlate multiple data sources, distinguish observations from inference, and collect
only what is necessary for the decision.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

080 What are the most effective controls for Broken access control?

Model answer: The durable approach is to centralize authorization and deny by default. I would assign an owner,
prioritize by likelihood and impact, add monitoring for attempted abuse, and retest the original condition plus reasonable
bypasses.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

081 Describe a realistic failure scenario involving SSRF.

Model answer: A realistic scenario begins when a server makes attacker-influenced requests to internal or external
destinations. I would establish scope, validate with controlled callback and restricted destination tests, contain immediate
risk without destroying evidence, identify root cause, recommend that teams allowlists, egress controls, robust parsing
and metadata hardening, and verify recovery.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

107 How would you assess SQL injection in a real environment?

Model answer: I would first confirm scope and assumptions, then examine controlled request-response differences and
database errors. I would compare the result with an expected baseline, validate it using a safe second method, document
limitations, and stop or escalate if the test could create material impact.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

108 Which evidence would you collect when investigating Cross-site scripting?

Model answer: The key evidence is context-specific harmless payload and DOM trace. I would preserve timestamps,
source and raw records, correlate multiple data sources, distinguish observations from inference, and collect only what is
necessary for the decision.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

109 What are the most effective controls for CSRF?

Model answer: The durable approach is to tokens, SameSite, origin checks and reauthentication. I would assign an
owner, prioritize by likelihood and impact, add monitoring for attempted abuse, and retest the original condition plus
reasonable bypasses.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.
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110 Describe a realistic failure scenario involving Broken access control.

Model answer: A realistic scenario begins when server-side checks fail to enforce role or object ownership. I would
establish scope, validate with cross-account or cross-role request comparison, contain immediate risk without destroying
evidence, identify root cause, recommend that teams centralize authorization and deny by default, and verify recovery.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

111 How would you explain the risk of SSRF to a non-technical stakeholder?

Model answer: I would avoid jargon: the issue can increase the chance or impact of unauthorized access, incorrect
decisions, data exposure, or service disruption because a server makes attacker-influenced requests to internal or
external destinations. I would state affected business processes, confidence, immediate containment, and the plan to
allowlists, egress controls, robust parsing and metadata hardening.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.
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Network Security
8 focused interview questions
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Intermediate

Intermediate

Intermediate

022 What are the most effective controls for ARP spoofing?

Model answer: The durable approach is to segmentation, DHCP snooping, dynamic ARP inspection and encryption. I
would assign an owner, prioritize by likelihood and impact, add monitoring for attempted abuse, and retest the original
condition plus reasonable bypasses.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

023 Describe a realistic failure scenario involving Man-in-the-middle attacks.

Model answer: A realistic scenario begins when an attacker intercepts or alters communication between parties. I would
establish scope, validate with certificate, route and protocol evidence, contain immediate risk without destroying
evidence, identify root cause, recommend that teams validated TLS, HSTS, secure Wi-Fi and mutual authentication
where appropriate, and verify recovery.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

052 Describe a realistic failure scenario involving ARP spoofing.

Model answer: A realistic scenario begins when forged ARP mappings can redirect local network traffic. I would
establish scope, validate with ARP table changes and controlled packet capture, contain immediate risk without
destroying evidence, identify root cause, recommend that teams segmentation, DHCP snooping, dynamic ARP
inspection and encryption, and verify recovery.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

053 How would you explain the risk of Man-in-the-middle attacks to a non-technical stakeholder?

Model answer: I would avoid jargon: the issue can increase the chance or impact of unauthorized access, incorrect
decisions, data exposure, or service disruption because an attacker intercepts or alters communication between parties. I
would state affected business processes, confidence, immediate containment, and the plan to validated TLS, HSTS,
secure Wi-Fi and mutual authentication where appropriate.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

082 How would you explain the risk of ARP spoofing to a non-technical stakeholder?

Model answer: I would avoid jargon: the issue can increase the chance or impact of unauthorized access, incorrect
decisions, data exposure, or service disruption because forged ARP mappings can redirect local network traffic. I would
state affected business processes, confidence, immediate containment, and the plan to segmentation, DHCP snooping,
dynamic ARP inspection and encryption.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.
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083 What is Man-in-the-middle attacks, and why does it matter?

Model answer: Man-in-the-middle attacks matters because an attacker intercepts or alters communication between
parties. A strong answer connects the concept to measurable risk, identifies the affected asset or decision, and avoids
treating a tool result as proof by itself.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

112 What is ARP spoofing, and why does it matter?

Model answer: ARP spoofing matters because forged ARP mappings can redirect local network traffic. A strong answer
connects the concept to measurable risk, identifies the affected asset or decision, and avoids treating a tool result as
proof by itself.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

113 How would you assess Man-in-the-middle attacks in a real environment?

Model answer: I would first confirm scope and assumptions, then examine certificate, route and protocol evidence. I
would compare the result with an expected baseline, validate it using a safe second method, document limitations, and
stop or escalate if the test could create material impact.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.
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09
Wireless Security
4 focused interview questions
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024 How would you explain the risk of Enterprise Wi-Fi to a non-technical stakeholder?

Model answer: I would avoid jargon: the issue can increase the chance or impact of unauthorized access, incorrect
decisions, data exposure, or service disruption because strong wireless security requires identity-aware access and
protected management. I would state affected business processes, confidence, immediate containment, and the plan to
WPA3-Enterprise, 802.1X, PMF and rogue-AP monitoring.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

054 What is Enterprise Wi-Fi, and why does it matter?

Model answer: Enterprise Wi-Fi matters because strong wireless security requires identity-aware access and protected
management. A strong answer connects the concept to measurable risk, identifies the affected asset or decision, and
avoids treating a tool result as proof by itself.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

084 How would you assess Enterprise Wi-Fi in a real environment?

Model answer: I would first confirm scope and assumptions, then examine EAP method, certificate validation and
segmentation. I would compare the result with an expected baseline, validate it using a safe second method, document
limitations, and stop or escalate if the test could create material impact.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

114 Which evidence would you collect when investigating Enterprise Wi-Fi?

Model answer: The key evidence is EAP method, certificate validation and segmentation. I would preserve timestamps,
source and raw records, correlate multiple data sources, distinguish observations from inference, and collect only what is
necessary for the decision.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.
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Malware Analysis
8 focused interview questions
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025 What is Static malware analysis, and why does it matter?

Model answer: Static malware analysis matters because file structure and code indicators can be examined without
execution. A strong answer connects the concept to measurable risk, identifies the affected asset or decision, and avoids
treating a tool result as proof by itself.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

026 How would you assess Dynamic malware analysis in a real environment?

Model answer: I would first confirm scope and assumptions, then examine process, file, registry, memory and network
telemetry. I would compare the result with an expected baseline, validate it using a safe second method, document
limitations, and stop or escalate if the test could create material impact.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

055 How would you assess Static malware analysis in a real environment?

Model answer: I would first confirm scope and assumptions, then examine hashes, strings, imports, signatures and
packer indicators. I would compare the result with an expected baseline, validate it using a safe second method,
document limitations, and stop or escalate if the test could create material impact.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

056 Which evidence would you collect when investigating Dynamic malware analysis?

Model answer: The key evidence is process, file, registry, memory and network telemetry. I would preserve timestamps,
source and raw records, correlate multiple data sources, distinguish observations from inference, and collect only what is
necessary for the decision.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

085 Which evidence would you collect when investigating Static malware analysis?

Model answer: The key evidence is hashes, strings, imports, signatures and packer indicators. I would preserve
timestamps, source and raw records, correlate multiple data sources, distinguish observations from inference, and collect
only what is necessary for the decision.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

086 What are the most effective controls for Dynamic malware analysis?

Model answer: The durable approach is to sandbox isolation, blocked egress and environment reset. I would assign an
owner, prioritize by likelihood and impact, add monitoring for attempted abuse, and retest the original condition plus
reasonable bypasses.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.
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115 What are the most effective controls for Static malware analysis?

Model answer: The durable approach is to use isolated tooling and preserve chain of custody. I would assign an owner,
prioritize by likelihood and impact, add monitoring for attempted abuse, and retest the original condition plus reasonable
bypasses.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

116 Describe a realistic failure scenario involving Dynamic malware analysis.

Model answer: A realistic scenario begins when controlled execution reveals runtime behavior. I would establish scope,
validate with process, file, registry, memory and network telemetry, contain immediate risk without destroying evidence,
identify root cause, recommend that teams sandbox isolation, blocked egress and environment reset, and verify recovery.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.
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Cryptography
4 focused interview questions
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027 Which evidence would you collect when investigating Symmetric and asymmetric cryptography?

Model answer: The key evidence is algorithm, key size, mode and certificate chain. I would preserve timestamps,
source and raw records, correlate multiple data sources, distinguish observations from inference, and collect only what is
necessary for the decision.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

057 What are the most effective controls for Symmetric and asymmetric cryptography?

Model answer: The durable approach is to use modern libraries, protected keys and rotation. I would assign an owner,
prioritize by likelihood and impact, add monitoring for attempted abuse, and retest the original condition plus reasonable
bypasses.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

087 Describe a realistic failure scenario involving Symmetric and asymmetric cryptography.

Model answer: A realistic scenario begins when symmetric keys efficiently protect data while public-key methods support
exchange and signatures. I would establish scope, validate with algorithm, key size, mode and certificate chain, contain
immediate risk without destroying evidence, identify root cause, recommend that teams use modern libraries, protected
keys and rotation, and verify recovery.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

117 How would you explain the risk of Symmetric and asymmetric cryptography to a non-technical
stakeholder?

Model answer: I would avoid jargon: the issue can increase the chance or impact of unauthorized access, incorrect
decisions, data exposure, or service disruption because symmetric keys efficiently protect data while public-key methods
support exchange and signatures. I would state affected business processes, confidence, immediate containment, and
the plan to use modern libraries, protected keys and rotation.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.



MNA Tech Academy • CEH Interview Guide • 38

12
Cloud Security
8 focused interview questions
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028 What are the most effective controls for Shared responsibility?

Model answer: The durable approach is to map responsibilities and continuously assess customer-controlled layers. I
would assign an owner, prioritize by likelihood and impact, add monitoring for attempted abuse, and retest the original
condition plus reasonable bypasses.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

029 Describe a realistic failure scenario involving IAM misconfiguration.

Model answer: A realistic scenario begins when excess permissions and risky trust paths enable cloud compromise. I
would establish scope, validate with effective policies, role assumptions and access history, contain immediate risk
without destroying evidence, identify root cause, recommend that teams least privilege, short-lived credentials and policy
review, and verify recovery.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

058 Describe a realistic failure scenario involving Shared responsibility.

Model answer: A realistic scenario begins when provider and customer duties vary by cloud service model. I would
establish scope, validate with service ownership, IAM, configuration and logging, contain immediate risk without
destroying evidence, identify root cause, recommend that teams map responsibilities and continuously assess customer-
controlled layers, and verify recovery.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

059 How would you explain the risk of IAM misconfiguration to a non-technical stakeholder?

Model answer: I would avoid jargon: the issue can increase the chance or impact of unauthorized access, incorrect
decisions, data exposure, or service disruption because excess permissions and risky trust paths enable cloud
compromise. I would state affected business processes, confidence, immediate containment, and the plan to least
privilege, short-lived credentials and policy review.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

088 How would you explain the risk of Shared responsibility to a non-technical stakeholder?

Model answer: I would avoid jargon: the issue can increase the chance or impact of unauthorized access, incorrect
decisions, data exposure, or service disruption because provider and customer duties vary by cloud service model. I
would state affected business processes, confidence, immediate containment, and the plan to map responsibilities and
continuously assess customer-controlled layers.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.
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089 What is IAM misconfiguration, and why does it matter?

Model answer: IAM misconfiguration matters because excess permissions and risky trust paths enable cloud
compromise. A strong answer connects the concept to measurable risk, identifies the affected asset or decision, and
avoids treating a tool result as proof by itself.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

118 What is Shared responsibility, and why does it matter?

Model answer: Shared responsibility matters because provider and customer duties vary by cloud service model. A
strong answer connects the concept to measurable risk, identifies the affected asset or decision, and avoids treating a
tool result as proof by itself.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

119 How would you assess IAM misconfiguration in a real environment?

Model answer: I would first confirm scope and assumptions, then examine effective policies, role assumptions and
access history. I would compare the result with an expected baseline, validate it using a safe second method, document
limitations, and stop or escalate if the test could create material impact.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.
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4 focused interview questions
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030 How would you explain the risk of Penetration-test reporting to a non-technical stakeholder?

Model answer: I would avoid jargon: the issue can increase the chance or impact of unauthorized access, incorrect
decisions, data exposure, or service disruption because reports must translate reproducible technical evidence into
prioritized business action. I would state affected business processes, confidence, immediate containment, and the plan
to give actionable remediation, owners, timelines and retest criteria.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

060 What is Penetration-test reporting, and why does it matter?

Model answer: Penetration-test reporting matters because reports must translate reproducible technical evidence into
prioritized business action. A strong answer connects the concept to measurable risk, identifies the affected asset or
decision, and avoids treating a tool result as proof by itself.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

090 How would you assess Penetration-test reporting in a real environment?

Model answer: I would first confirm scope and assumptions, then examine scope, steps, affected assets, proof, risk and
limitations. I would compare the result with an expected baseline, validate it using a safe second method, document
limitations, and stop or escalate if the test could create material impact.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.

120 Which evidence would you collect when investigating Penetration-test reporting?

Model answer: The key evidence is scope, steps, affected assets, proof, risk and limitations. I would preserve
timestamps, source and raw records, correlate multiple data sources, distinguish observations from inference, and collect
only what is necessary for the decision.

Interview cue: State your assumptions, give one truthful example, and explain how you would verify the outcome.
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MNA Tech Academy Final Review

Interview-day checklist

✓ Review the job description ✓ Prepare two honest project stories

✓ State assumptions in scenarios ✓ Explain evidence and limitations

✓ Connect technology to business risk ✓ Finish with remediation and verification
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